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Scams/Frauds 

A quick explanation about possible scams and how to prevent or recover from them. 

 

What to do if something strange just happened:  

 Don’t trust what you are reading/seeing.  

 Don't click or download anything.  

 Open a different browser (Chrome/Firefox/Edge/Safari... depends what you use).  

 In Google, copy/paste the exact message you have received.  

 Do a second search using some keywords (the name of the company or the virus, or the 

software) adding at the end the word “scam” 

 Depending on what you discover:  

a) Disconnect the computer, then have it checked by somebody you trust  

b) You take the risk and escalate the situation. I say risk because the more you are 

confident with computer security, the more you know how to handle it.  

 

What to do to recover when you have realised that they scammed you:  

 Don't feel guilty/stupid/ignorant. It is not your fault they acted cowardly to you  

 Show your temper and give them some hard times  

 Report to Police Scotland (link below), they have a section for the frauds  

 After you have reported to the Police, contact your Bank to prevent possible financial 

losses and recover the money you have paid to the scammers.  

 

What to do to prevent a scam:  

 Install an antivirus. A golden habit with any software, always download from the original 

website.  

 Update when available: Windows, Flash Player, Java  

 Activate flash and Java only for websites you trust  

 Configure your browser (Chrome/Firefox...) with particular addon:  

o Privacy Badger  

o IDN Safe  

o Web of Trust / WOT  

o Ublock Origin  

 Don't click or download anything that you don't know, example, if you want to collect 

mushrooms, read to give yourself a sort of immunisation  
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For a scam to work it needs to appear trustful, using techniques that will lower your attention 

and generate feelings (anxiety, alarm, danger, guilty ...) to push you to rush to an emergency 

solution, lowering your attention to the details. These techniques are called Social Engineering 

Attacks.  

 

Scams evolve every year, but the basic topics are always the same:  

 they tell that you have a problem (pc infected, issue with your/relatives health, pension, 

bank account ...)  

 they offer you an easy solution (make money from home, meet a partner, find a job, 

save money...)  

The reason is always "wrapped" to give you a concern, catch your attention and gain your trust.  

The main action you must do is always don’t believe on what you see/read, find an external 

way that confirm the situation.  

If you would like a classic example, you have to act in the same way as a "man from the gas 

company" knocks your door: double check the identity (i.e. see the ID and (AND) phone the 

company to verify it) and even in this situation you should not open the door; the company will 

arrange with you a different appointment.  

 

The reasons of a scam is not just the money, but also your identity details like: 

 your email/phone address book (to contact more people using your name) 

 your identity (name, address, birthdate, National Insurance Number, Driving Licence…) 

 your login details (social networks, banks, emails, …) 

With these details they can disguise themselves as you and trick your relatives/friends or your 

service providers. 

 

Interesting Links:  

 http://www.scotland.police.uk/keep-safe/advice-for-victims-of-crime/fraud/ 

 https://takefive-stopfraud.org.uk/takethetest/ 

 http://www.aboutidentitytheft.co.uk/case-studies-category.html 

 https://www.actionfraud.police.uk/fraud-az-online-fraud 

 https://stopscammers.stv.tv/ 

 https://www.moneyadviceservice.org.uk/en/articles/types-of-scam 
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